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Abstract—Embedded systems require rigorous testing to ensure
functionality, security, and compliance with industry standards
such as IEC 62443 and the EU Cyber Resilience Act (CRA).
However, traditional test development is time-consuming and
heavily manual. This paper presents a test generation framework
based on Large Language Models (LLMs) that automates the work
preparation phase of test implementation, reducing development
effort while ensuring high-quality test cases. The framework
generates pytest/labgrid-based test cases from structured specifi-
cations and integrates with CI/CD pipelines, enabling automated
validation. Tests generated by the system have been successfully
executed on QEMU-based virtual machines and physical hard-
ware, demonstrating robustness across different environments.
Results show that 70% of the test preparation can be automated,
allowing developers to focus on final refinements. This work
demonstrates that LL.M-assisted test generation can be effectively
applied to embedded software testing, improving productivity by
automating labor-intensive aspects of quality assurance while also
enabling the efficient validation of security requirements.
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I. INTRODUCTION

Embedded systems are vital to critical applications, from
industrial automation to consumer electronics, but their growing
complexity presents significant challenges for ensuring safety,
security, and compliance with international standards. Rigorous
testing is essential, yet traditional workflows for test case
creation and execution are burdened by inefficiencies, demand-
ing significant manual effort and expertise that often create
bottlenecks in the software development life cycle (SDLC).
These challenges are further amplified by the stringent re-
quirements set forth by standards such as IEC 62443 [10],
[11] and regulations like the EU Cyber Resilience Act (CRA)
[6], which require systematic testing and validation to ensure
system safety, security, and resilience. Achieving compliance
under these frameworks necessitates structured processes that
thoroughly verify every aspect of the system against defined
requirements.

DevOps emerged as a response to the inefficiencies of
traditional software development and IT operations, aiming
to bridge the gap between development (Dev) and opera-
tions (Ops) through automation, collaboration, and continuous
delivery practices. According to Ebert and Serrano, DevOps
emphasizes rapid, reliable software delivery by integrating
agile development, infrastructure as code (IaC), automated
testing, and continuous monitoring [7]. It supports a culture
of cross-functional collaboration, reducing deployment cycles
and improving system resilience. By incorporating automation
pipelines and feedback loops, DevOps accelerates software
iterations while ensuring quality and stability, making it a
cornerstone for modern software engineering.

While DevOps optimizes software delivery through automa-
tion and collaboration, security concerns are often addressed
late in the process. DevSecOps extends DevOps by embedding
security practices throughout the software life cycle, ensuring
that security testing, vulnerability scanning, and compliance
checks are integrated into CI/CD pipelines without slowing
down development. The requirements defined by aforemen-
tioned standards align with the motivations behind DevSecOps.
Traditional software development life cycles (SDLCs) struggle
to balance rapid development with security and compliance,
often leading to bottlenecks in testing and validation. DevSec-
Ops, as outlined in Prates and Pereira [20], extends DevOps
principles by embedding security into every phase of develop-
ment, rather than treating it as an afterthought. It introduces
security automation, continuous validation, and compliance-
driven workflows, which address the inefficiencies of manual
test case creation and execution. Furthermore, the DevSecOps
Best Practices Guide [1] emphasizes the role of collaboration,
automation, and security testing as fundamental pillars of a
secure software development life cycle. A key advantage of
applying DevSecOps principles to this test generation approach
is its ability to ‘“shift security left’, ensuring that security
concerns are addressed at the test preparation stage rather than
being detected late in the process. This aligns with the system-
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atic testing mandates of IEC 62443, which require structured,
repeatable validation steps.

The major contribution of this research paper lies in present-
ing an Al-driven framework that automates the test preparation
phase for embedded systems, significantly reducing manual
effort while maintaining high-quality outputs. As product re-
quirements and related test cases are typically expressed in
natural language, the proposed system automates the generation
of foundational test structures from human-defined specifica-
tions, such as step-by-step descriptions formatted in Markdown,
reducing manual effort by approximately 70% while ensuring
high-quality outputs that can be easily refined by engineers.
In order to integrate with existing workflows and tools, the ap-
proach utilizes frameworks for device interaction, virtualization
platforms for executing tests in virtual environments, and issue-
tracking and continuous integration pipelines to automate val-
idation and deployment processes. Additionally, built-in post-
processing capabilities such as automatic source-code format-
ting and linting ensure that generated outputs adhere to stringent
coding standards, promoting consistency and alignment with
best practices in software development, thereby enabling a more
efficient and scalable solution to test preparation challenges.

In this context, we assume that software development is fre-
quently guided by the V-Model, a well-established framework
that pairs each development phase on the left side of the ”V”
with a corresponding testing phase on the right. The V-Model’s
systematic approach ensures traceability and thorough valida-
tion, making it a suitable methodology for addressing the high
demands of compliance and reliability. For example, integration
testing ensures that individual components work together as
intended, while system testing validates the complete system
against its functional and non-functional requirements.

However, the V-Model is not the only approach that teams
might follow. Alternative methodologies such as agile devel-
opment or continuous delivery focus on iterative cycles and
faster feedback loops. These methods emphasize adaptability
and rapid prototyping, benefiting dynamic environments. In
many cases, modern development workflows combine the rigor
of the V-Model with the flexibility of agile practices, forming a
hybrid Agile V-Model approach [17]. As shown in Fig. 1, this
hybrid model allows teams to maintain the structured validation
of traditional methodologies while incorporating the iterative,
feedback-driven principles of agile development.

The approach presented in this paper specifically supports the
System Analysis <+ System Test as well as the Software Design
<> Integration Testing phases of the V-Model, which are hor-
izontally linked by the validation process. The validation link
represent the structured validation process, where system tests
are derived from the system analysis phase, ensuring that re-
quirements translate into functionality verified by system tests,
while integration tests originate from the software design phase,
validating interactions between components. As visualized in
Fig. 1, we highlight these validation procedures by marking
the relevant phases with a star symbol. By automating the test
preparation process for these phases, our framework enhances

efficiency and consistency in embedded software validation,
ensuring that test cases align with the specified requirements
while reducing the manual effort typically associated with these
verification steps.

II. STATE OF THE ART

This section provides an overview of existing research rele-
vant to this work. It first examines the integration of IEC 62443
with DevOps and DevSecOps practices, highlighting challenges
and advancements in automating compliance within modern de-
velopment workflows. It then explores the application of Large
Language Models (LLMs) in code generation, particularly in
test automation, analyzing their capabilities, limitations, and
potential improvements.

A. IEC62443 and DevOps/DevSecOps

Industrial automation and control systems (IACS) face in-
creasing cybersecurity risks due to the convergence of Opera-
tional Technology (OT) and Information Technology (IT). IEC
62443 provides a structured approach to managing these risks,
but compliance processes remain manual and slow, creating
bottlenecks in development [12]. Traditional security validation
often happens too late in the life cycle, making early-stage
automation crucial [9]. Embedding IEC 62443 compliance
checks into DevSecOps workflows ensures security validation
throughout development. Gottel et al. [9] highlight the benefits
of automated security testing in CI/CD pipelines, reducing risks
and improving efficiency. The VeriDevOps framework proposed
by Sadovykh et al. [22] employs model-based security verifi-
cation and NLP to translate security requirements into testable
policies. These approaches demonstrate that automation can
make compliance more proactive, aligning security enforcement
with modern DevOps practices.

Despite progress, fully automating IEC 62443 validation
remains difficult. Security testing tools lack complete coverage,
particularly for IEC 62443-4-2 component requirements, which
require both white-box and black-box testing [15]. The ISuTest
framework, though modular, still involves manual setup and
evaluation, while automated compliance checks remain expen-
sive due to their poor integration with certification processes
[9].

Both Rajapakse et al. [21] and Yasar and Teplov [24]
highlight the challenge of integrating IEC 62443 compliance
into DevSecOps. They emphasize that traditional security as-
surance conflicts with agile workflows, making compliance
inefficient. Both propose automating security validation in
CI/CD pipelines, with Rajapakse et al. focusing on formal
verification and Yasar and Teplov on real-time monitoring.
However, existing tools lack full IEC 62443 coverage, and
compliance automation remains difficult.

B. Using LLMs for Code Generation

Recent advancements in Large Language Models (LLMs)
have significantly impacted software testing, particularly in
automated test generation. Research demonstrates that LLMs
such as GPT-4, Llama, and Codex can generate test cases from
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Fig. 1. The Agile V-Model [17]

natural language descriptions, effectively assisting in software
quality assurance [14]. However, studies emphasize that LLM-
generated tests often rely on inferred requirements from the
source code, which can lead to confirmation bias—validating
faulty implementations instead of detecting defects [16].

LLM-assisted test generation has been explored in the
context of Test-Driven Development (TDD). The LLM4TDD
framework proposes an interactive workflow where LLMs
generate test cases before implementation, aiming to enhance
software correctness and minimize logical errors [16]. Sim-
ilarly, TICODER, an intent-driven test generation system,
demonstrates how interactive test refinement can improve code
correctness by matching Al-generated code with developer
intent [8]. However, these studies highlight a critical limita-
tion—while LLMs can automate test writing, they still require
human intervention to refine tests and correct misinterpretations
of requirements.

Empirical studies evaluating LLM-generated tests reveal in-
consistent reliability. Research on unit test generation found
that test quality depends heavily on contextual information
provided in prompts, the complexity of the system under test,
and the size of test requests per LLM query [23]. More detailed
specifications result in higher-quality test cases, but a lack of
explicit test requirements often leads to irrelevant, redundant,
or overly simplistic tests. Additionally, frameworks such as
PYTHONESS attempt to mitigate these issues by incorpo-
rating behavioral specifications and automated test validation,
ensuring that generated tests align more closely with software
requirements [13].

Based on this literature research, we identified four limi-
tations of current approaches: LLMs tend to generate tests
that confirm existing functionality rather than uncover defects.
In addition to that, current models need project-specific fine-
tuning to be suitable for domain-specific test generation. Most

approaches also still rely on human intervention for reviewing
and refining test cases. Large-scale test generation remains
computationally expensive. We will focus on these challenges
in the main part of this publication.

III. IMPROVING THE EMBEDDED SYSTEMS TESTING
WORKFLOW

The main part of this paper provides an overview of the pro-
posed framework, describing its architecture, key components,
and critical implementation details. Along with presenting the
system’s architecture, it discusses the LLM prompt design, the
use of testing frameworks such as pytest and labgrid, and other
essential elements that ensure its effectiveness. Additionally, it
highlights the results achieved with this approach, showcasing
improvements in test preparation efficiency, and scalability in
embedded systems testing.

A. System Architecture Overview

This section outlines the core components, their interactions,
and the workflows they enable. Fig. 2 illustrates the core
components of the LLM test generator framework and Fig. 3
visualizes the steps needed to generate a test from a given test
specification (“Issue”).
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Fig. 2. LLM test generator framework
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Fig. 3. LLM test generation sequence

The procedure begins with an Issue Tracker, such as GitLab
or Atlassian Jira, that manages product requirements and test
specifications. The Issue Tracker provides a structured environ-
ment for engineers to define test case specifications in natural
language, with test steps typically formatted in Markdown,
making them ideal input for Large Language Models (LLMs).
These specifications serve as the starting point for the auto-
mated test generation process.

The LLM-Based Test Generator, the primary innovation of
this research, is activated through a Webhook interface, which
is provided by the generator and triggered by the Issue Tracker
when a new test case issue is created. This component processes
the test case specifications and instructs the LLM to generate
the foundational test code. The LLM itself can be hosted either
locally or remotely as a cloud-based service, depending on
organizational requirements. Due to privacy and data security
concerns, many businesses prefer on-premises deployment to
ensure that proprietary test data and intellectual property remain
in-house and under full control. The generator interacts with
the LLM via an HTTP API, requesting test code based on the
structured prompt.

Once the test code is generated, it passes through a post-
processing pipeline to enforce coding standards and improve
quality. This pipeline includes mechanisms such as formatters
and linters (e.g., Ruff [3]), which check for issues like line
length, unused variables, and adherence to best practices, en-
suring that the output aligns with human-written standards. The
LLM-Based Test Generator then submits the refined test code
to the Code Repository, represented in this implementation by
GitLab, using a REST API provided by the repository. Future
work will explore using the Issue Tracker’s REST API for
enhanced automation (see Sec. III-D).

The Code Repository manages the automated creation and
handling of Merge Requests (MRs), serving as a central hub for
collaboration and review. The platform’s API allows the system
to create MRs containing the generated test code, where human
engineers validate and refine the work-prepared test code during
the review process. Throughout this process, CI/CD pipelines
execute the generated tests at multiple stages to ensure they
function correctly and meet project requirements.

Tests are first executed in virtualized environments us-
ing QEMU, which provides a scalable and resource-efficient
method for early validation. Running tests in QEMU-based
virtual machines reduces hardware dependencies and enables
parallel execution on commodity hardware, improving perfor-
mance while minimizing infrastructure costs. By using virtual-
ization, the system can efficiently identify defects before run-
ning the tests on physical devices, ensuring that only properly
validated test cases proceed to hardware testing.

In a subsequent phase, tests are executed on physical devices
to confirm that functional and security requirements are also
met under real-world conditions. This step is particularly crucial
for certification processes, such as IEC 62443 compliance,
where system behavior must be assessed on the actual hard-
ware. The combination of virtualized and hardware-based test-
ing ensures a thorough verification process, balancing efficiency
with the rigor required for embedded system validation.
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Fig. 4 illustrates the relationships between the system com-
ponents and the associated artifacts. The Issue Tracker manages
issues such as product requirements and test cases. Each test
case contains a test specification, where the test steps replace
a placeholder in the Command Prompt. The Command Prompt
is a static component within the execution context of the
LLM-based Test Generator. Once the placeholder is filled with
the test steps, the result is the Prepared Command Prompt,
which is then passed to the LLM for generating the raw test



code. After the generated code is linted and formatted, the
LLM-based Test Generator creates a Merge Request (MR)
in the Code Repository. The corresponding MR Info artifact,
containing details such as the Merge Request number, allows
the LLM-based Test Generator to update the Issue Tracker,
establishing a traceable link between the generated test code
and the corresponding test case issue.

B. The Test Framework

Users creating test case issues in the issue tracker trigger
the LLM-based test generation sequence. To structure the
generated tests effectively, we define two distinct roles in
our test system: test developers and test library developers.
Test developers primarily implement and refine test cases,
often having less experience in software development. Their
contributions have limited system-wide impact, as non-ideal
test implementations affect only individual test cases. In con-
trast, test library developers define reusable, high-level APIs
that interact with test devices in a consistent way, ensuring
ease of use and maintainability across all tests. Their work
has a broader influence, as modifications to the test library
affect multiple test implementations. We released the high-level
device interaction APIs our experiments are based on in a public
GitHub repository [18].

Our test generation prototype is built on pytest [2], a widely
used Python testing framework. We chose pytest because LLMs
produce high-quality Python code, making it well-suited for
automated test generation. Pytest offers flexible setup/tear down
mechanisms through its fixture system, extensive test execution
hooks, and an ecosystem with hundreds of plugins. Among
these, the Labgrid framework [4] allows for orchestrating
hardware access for embedded testing. Labgrid provides struc-
tured access to physical interfaces, such as serial consoles,
power management units, network connections, and SD-Muxer
devices. It also facilitates remote device access over networks
such as VPN, allowing test execution across distributed envi-
ronments. Furthermore, Labgrid’s resource pooling mechanism
enables multiple users to synchronize access to shared DUTs,
ensuring efficient parallel testing in shared test racks [19].

Many complex test scenarios require DUTs to interact
with external services, such as web servers, authentication
backends, or VPN concentrators. To minimize dependencies
on the test environment, we developed an automated Docker
Compose integration that enables ad-hoc service provisioning.
This approach ensures that essential infrastructure components
can be dynamically instantiated and disposed of as needed,
maintaining test isolation and reducing setup complexity.

C. The Test Generation Process

In this subsection, we demonstrate the high-level workflow
of the test generation process using a practical example. Specif-
ically, we use the test code generator to produce Python code
that implements a test to check the open network ports on the
device under test.

The process begins when a requirements engineer creates a
test case issue in the issue tracker, which in our implementation

is GitLab. A crucial part of the test case issue is the description,
which is formatted in Markdown. This description outlines the
steps required to perform the test, as shown in Fig. 5.

Once the test case issue is created, GitLab triggers a con-
figured WebHook for “Issue events.” This WebHook activates
the LLM-based test generator, which embeds the test case
specification into a prepared prompt. Fig. 6 shows the structured
prompt, which ensures test code adheres to project require-
ments. For example, the Terminology section defines key terms
such as Device Under Test (DUT) to provide clarity. The
Important Considerations section includes constraints, such as
instructing the LLM to generate only the test’s source code
without additional explanations and ensuring that all generated
functions include a Python docstring for documentation. The
Code Guidelines section specifies the API of the underlying
testing framework, describing relevant pytest fixtures that pro-
vide access to hardware interfaces such as the serial console of
the DUT.

The test code generated by the LLM is automatically ana-
lyzed by static code analysis which is triggered by the LLM-
based test generator. For this purpose, the generator utilizes
Ruff [3], a Python linter that includes an auto-fix mode capable
of resolving many common issues automatically. This auto-
mated step ensures that the generated code adheres to coding
standards and best practices, enhancing its quality by identify-
ing and correcting potential errors, stylistic inconsistencies, and
deviations from established guidelines. Once the static analysis
is complete, the LLM-based test generator proceeds to create a
Merge Request (MR) in GitLab, enabling human engineers to
review the code for correctness, completeness, and alignment
with the test requirements.

An example for the generated code is shown in Fig. 7. While
the generated code in our illustrative example is close to being
functionally operational, it exhibits several limitations. First, the
code does not explicitly verify whether services are listening on
all network interfaces (i.e., 0.0.0.0). Additionally, the grep
command used to filter UDP ports fails because OpenWrt, by
default, does not listen on any UDP ports across all interfaces.
This failure causes the run function of the test framework to
terminate prematurely.

These issues can be mitigated by modifying the code to
validate the first field of the column value after splitting it on
the : delimiter and by appending “ || true” to the grep
command to suppress its exit code. Furthermore, the reliance on
grep executed directly on the DUT to filter command output
is suboptimal, as test implementations should minimize trust
in the DUT. A more robust approach would involve parsing
and processing all output from the DUT on the trusted host
executing the Python test code, thereby reducing dependency
on the DUT’s internal state and improving test reliability.

Recent studies have shown that LLMs can complete approx-
imately 70% of developers’ tasks [S]. This finding aligns with
our goal of using LLMs to prepare tests for test developers,
who then complete the remaining 30%. To achieve this, as
outlined in section III-B, we propose maintaining a clear
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2. Based on the output of the "netstat”
— ports are listening on all interfaces:
- 443
- 80
- 22

3. Based on the output of the "netstat”

Perform the following steps using the serial console:
1. Log all listening TCP ports using the "netstat’
command,

command: make sure there are no services
— listening on UDP ports on all interfaces.

command.
ensure that services only on these

Fig. 5. An example test case in Markdown format

Generate a pytest from the following
— description in markdown format:
* T "markdown

{description}

Terminology:
< Ll >
Important:

< .02

Code Guidelines:

Fig. 6. The structure of the LLM Prompt we were using

separation between the API design, which guarantees easy-to-
use DUT access, and the processes of test code generation and
development. This approach makes generating and developing
test code more straightforward and efficient while upholding
high standards of maintainability.

Our prototype successfully conducts the work preparation
step of implementing pytest/labgrid test cases from structured
test specifications, and these tests execute correctly out-of-
the-box in many cases on both QEMU virtual machines and
physical devices. This confirms that the generated tests are
functionally valid across different test environments. However,
while the current evaluation demonstrates feasibility on a small
scale, it does not yet confirm whether the approach can handle
large numbers of requirements, such as those necessary for
verifying full IEC 62443 compliance for a product. The limited
number of test cases generated so far prevents us from draw-
ing statistically significant conclusions about the framework’s
scalability in real-world certification scenarios.

D. Ongoing Research

Currently, our framework generates test code using an LLM
system prompt that contains all necessary instructions for
the work preparation step, i.e., producing an initial test case
version. However, we do not yet employ fine-tuned LLMs. To
integrate fine-tuning, the system architecture must be extended
to support an iterative learning mechanism that incorporates
human feedback.

To enhance scalability and adaptability, we propose integrat-
ing a feedback loop that supports the fine-tuning process of
the LLM based on test specifications (input) and the corre-
sponding human-modified test code (output) that forms the final
implementation. The interface required for this feedback loop is
illustrated in Fig. 2. To ensure that the original test specification
remains accessible not only at its creation but also at the time of
fine-tuning, the LLM-Based Test Generator must interact with
the Issue Tracker component.

A key advantage of this approach is that the fine-tuning
data originates directly from real project use cases, ensuring
that the generated test cases remain closely aligned with actual
testing needs. Each test case item in the Issue Tracker is linked
to its finalized, human-refined version, providing a structured
dataset for training the LLM on how test cases evolve from
specification to implementation. As the number of refined
test cases grows, the feedback loop continuously strengthens,
making the model more context-aware and improving its ability
to generate project-specific tests. This adaptation results in con-
tinuous improvement, reducing manual effort while increasing
the reliability and applicability of Al-generated test cases in
real-world scenarios.

Another promising application of this architecture is "No-
Code Security”, inspired by “No-Code Development.” This
approach enables security audits and system analyses without
manual coding. By defining security requirements and verbal
descriptions of system parameters, the architecture generates
test code to validate security assumptions. For example, re-
quirements like “ensure no unauthorized access to the admin
interface” or “validate all network ports are closed by default”
can be automatically translated into executable tests. This
empowers non-technical stakeholders, such as security analysts,
to define and validate security requirements without writing
code, while the generated tests are refined and executed within



the existing workflow.

This capability aligns with the goal of making security testing
more accessible and scalable. By automating the translation
of high-level security requirements into tests, the framework
reduces dependency on specialized expertise and integrates se-
curity validation into the development process. This accelerates
vulnerability identification and supports establishing a proactive
security culture.

CONCLUSION AND OUTLOOK

In conclusion, our study demonstrates the effectiveness of
an Al-driven framework for automating test preparation in
embedded systems development. Using Large Language Mod-
els (LLMs) to generate initial test structures from natural
language specifications, we significantly reduce manual effort
while maintaining high-quality outputs. The integration of static
code analysis, automated linting, and continuous integration
pipelines ensures that the generated test code adheres to strin-
gent coding standards and is ready for refinement even by less
experienced test engineers. Our approach not only accelerates
the test creation process but also enhances scalability, enabling
execution across both virtual and physical environments. The
results indicate a reduction in manual effort by approximately
70%, along with improved product quality and faster feedback
loops during development. These outcomes validate the feasi-
bility of integrating Al into DevSecOps workflows, supporting
the verification process with rigorous standards such as IEC
62443.

Looking ahead, our future research will focus on enhanc-
ing the framework’s adaptability and scalability through the
introduction of a feedback loop for LLM fine-tuning. By
iteratively training the LLM on finalized test cases refined
by human engineers, the system can progressively improve its
ability to generate contextually relevant and high-quality tests.
Additionally, we aim to explore the potential of “No-Code
Security,” enabling non-technical stakeholders to define and
validate security requirements without writing code. Together,
these advancements will strengthen the framework’s ability
to support the evolving needs of modern embedded software
development.
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import logging

from labgrid.driver import ShellDriver
from process import run

def log_listening_tcp_ports(shell_ command: ShellDriver) -> list([str]:
"""TLog all listening TCP ports using the ‘netstat’® command.

:param shell_command: ShellDriver instance

:return: List of lines from the ‘netstat’® command output
mmn

logging.info ("Logging listening TCP ports")

output = run(shell_command, "netstat -tlnp | grep LISTEN")
return output.splitlines()

def get_listening_ tcp_ports (output: list[str]) -> list[int]:
"""Extract listening TCP ports from the ‘netstat’ command output.

:param output: List of lines from the ‘netstat’® command output
rreturn: List of listening TCP ports

mmn

listening_ports = []

for line in output:

columns = line.split ()
if len(columns) > 3 and columns[0] == "tcp":
port = int (columns[3].split(":")[-11])

listening_ports.append (port)
return listening_ports

def check_no_udp_services (shell_command: ShellDriver) -> None:
"""Check that there are no services listening on UDP ports on all interfaces.

:param shell_command: ShellDriver instance
logging.info ("Checking for UDP services")
output = run(shell_command, "netstat -ulnp | grep LISTEN")
if output:
logging.error (f"UDP services found: {output}")

def test_listening_ports(shell_command: ShellDriver) -> None:
"""Test that services are only listening on allowed TCP ports and no UDP ports.

:param shell_ command: ShellDriver instance

mmn

logging.info ("Testing listening ports")

output = log_listening_tcp_ports(shell_command)
listening_ports = get_listening_ tcp_ports (output)
allowed_ports = [443, 80, 22]

assert all (port in allowed_ports for port in listening_ports), (
f"Disallowed ports found: {listening_ports}"
)

check_no_udp_services (shell_command)

Fig. 7. Example for generated test code
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